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1 Introduction

In designing middleware for wireless mobile devices, the
environment is notably different from its wired counterpart.
Compared to fixed networks and hot-spots, wide-area wire-
less networks tend to offer lower bandwidth, and higher la-
tency and pricing. The computing capabilities of devices
are weaker, and every CPU cycle counts, as energy con-
sumption is a key issue for making a device successful in
the marketplace.

Our research project Fuego Core has built a prototype
middleware platform for this mobile environment1. We
have chosen to direct our work based on existing standards
as much as possible, so that our middleware will be com-
patible with existing deployed infrastructure on the fixed
network side. In particular, we build everything on top of
Internet Protocol (IP).

A distinguishing characteristic of our project is the
strong interaction between theory and implementation. As
a group with expertise in software engineering, we have
put great effort into the implementation, striving for an ap-
proach not only theoretically sound but also well thought
out from a practical point of view. The contributed set of
middleware primitives in our approach are thus more than
a set of pieces that work together on the paper: the imple-
mented parts fit together in a manner characteristic of well-
engineered software.

2 Architecture

The architecture of the current Fuego middleware plat-
form is shown in Figure 1. This figure is divided into APIs
on the left, showing what functionality we have considered
necessary, and implementations on the right, showing what
component of the middleware implements which API. This

1Implementation available athttp://hoslab.cs.helsinki.
fi/homepages/fuego-core/
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Figure 1. Fuego middleware architecture

selection of components is similar to that of other mobile
middleware systems [2, 9].

At the bottom is the Host Identity Protocol (HIP) [5],
currently being standardized by the IETF. HIP provides a
cryptographic namespace for identities separate from IP ad-
dresses, making it possible to identify hosts and connect to
them even if their IP addresses change.

As the principal data format of our system we use XML,
so selecting SOAP as the messaging protocol was a nat-
ural choice. While we use standard application-layer proto-
cols, we also provide additional support for mobility on top
of these. XML processing is handled through an API that
is better suited for messaging than common APIs [3]. As
an option, we also provide a binary serialization format for
XML [4], which is much more compact than regular XML,
but retains data model compatibility with it.

We see publish/subscribe communication [1] as a crucial
enabler of future network applications, due to its asynchro-
nous many-to-many communication paradigm. The Fuego
event service is intended as the primary communication ser-
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vice of the middleware, building its broker network on top
of the simpler messaging service. The main contributions
of the event service are a scalable routing system [11] and
explicit mobility support [10].

Session Initiation Protocol (SIP) has been selected as an
essential component of the future third generation mobile
phone networks. In line with our commitment to standards,
we include an interoperability gateway [12] between our
event service and the SIP Events package, which also sup-
ports gatewaying of event filters.

Even now, users often have several devices that they use
for network access, and in the future the number of personal
devices will only increase. Thus it is vital for users to be
able to synchronize their data. Our system provides a file
synchronizer [7] based on optimistic reconciliation [8] and
explicit support for merging changes to XML files [6].

A notable characteristic of our platform is that mobility
of client devices is considered at every layer, with solutions
tailored to the specifics of each layer. In our view this is
needed, as the issues related to mobility are different de-
pending on the layer, so they cannot be fully solved at any
individual layer.

3 Future Work

While we consider the current Fuego middleware already
a useful system for building applications, there are still sev-
eral future work items that we have identified during the
course of our work.

An important issue will be security on every layer. There
needs to be an appropriate security model with requirements
on every layer of the middleware, and support for this. Ex-
amples include high-granularity encryption for messages
and access control for the event service.

Handling of errors is naturally necessary in all compo-
nents. However, the mobile environment is such that errors
in, e.g., communication will be a natural occurrence instead
of a rare event, so the middleware needs to treat such error
conditions in a similar manner to normal situations.

We view the future computing environment to follow in
large parts an ad-hoc peer-to-peer model where intermit-
tently encountered other devices need mutual communica-
tion. This kind of environment sets new challenges for the
lower-layer messaging components in terms of addressing
and for data synchronization by the necessity to support ad-
hoc sharing of information.

These two points also imply that the set of devices and
services available at each point in time is highly variable.
This available set needs to be managed by the middleware
so that applications can best take advantage of various ser-
vices that are offered by the environment while the user
moves.
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